WATERLOO

Job Description

Job Title: Senior Information Technology Assistant
Department: Math Faculty Computing Facility
Reports To: Director, MFCF

Jobs Reporting: None

Salary Grade: USG 6

Effective Date: November 2021

Primary Purpose

The Senior Information Technology Assistant (Senior IT Assistant) is responsible for running the day-to-
day operations of the Math Faculty Help Centre. This includes assisting with the computing environments
and their supporting infrastructure, as well as enabling and improving the outcomes for administrative,
teaching, and research computing. The IT Assistant is expected to assist with the key accountabilities:
Client Service, Systems and Application Management, and Services Development. The incumbent will be
expected to resolve common issues independently or forward the request to an IT support group when
necessary.

Key Accountabilities

Client Service: Contribute to providing excellent client service to the Faculty and associated

individuals and groups in their use of computing and related technology

e Act as main point of contact for computing-related issues in the Math Faculty.

Demonstrate front-line support skills.

Communicate with clients and colleagues effectively, clearly, and with empathy.

Document and respond to client requests using the department’s request tracking system.

Provide timely responses to initial requests for information and prioritize responses among multiple

requests.

Keep clients informed of progress towards resolution of their issues.

e Resolve problems where the incumbent has the required skills and resources. Triage and forward
problems to those who are best suited to solve them based on expertise and availability.

o Work with IT Specialists to understand and resolve client computing and related technology issues.

e Assist IT Specialists in providing guidance and technical advice to clients.

e Provide documentation for both technical and non-technical audiences.

Systems and Applications Management: Support the Faculty’s computing infrastructure and related

processes

e Manage the creation, access, and maintenance of computer accounts through sponsors database
for faculty, staff, visitors, and Undergraduate Research Assistants (URA).

e Work with Active Directory to set up shared drives for file storage and printer access control.

¢ Verify and update the documentation of systems, processes, and procedures.

e Use elevated permissions on systems such as WatlAM, Active Directory, and Unix, to provide client
support.
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Technical Skills Hardware/Software:

e Deploy hardware by installing and configuring operating systems and applications using the
department’s standard tools.

Decommission hardware by following specific procedures.

Coordinate and perform equipment moves for the Faculty (mainly grad student computers).
Maintain the integrity of MFCF’s inventory database of computing equipment in the Math Faculty.
Perform physical inventory of hardware and provide reports to each department in the Faculty.
Configure network systems to ensure proper connections of equipment.

Troubleshoot minor issues with client applications e.g. MS Office, Outlook, Acrobat Pro.

Services Development: Assist with the design and development of new services and procedures .
o Participate in technical projects using best practices to achieve successful outcomes.

¢ Produce documentation using the university’s WCMS (Waterloo Content Management System).
¢ Configure and maintain campus networking systems for the Math Faculty.

*All employees of the University are expected to follow University and departmental health and safety policy,
procedures and work practices at all times. Employees are also responsible for the completion of all health and
safety training, as assigned. Employees with staff supervision and/or management responsibilities will ensure that
assigned staff abide by the above, and actively identify, assess and correct health and safety hazards, as required.

Required Qualifications

Education
e Post-secondary diploma with relevant experience in Information Technology and computing
systems.

¢ Undergraduate degree in Information Technology an asset.

Experience
e The IT Assistant is expected to have relevant experience in the areas described above.
e 2+ years’ experience working in a customer service role; specializing in information technology.

Knowledge/Skills/Abilities

e The IT Assistant is expected to have demonstrated skills in Client Service, Systems and Application
Management or Services Development with a strong interest to further develop these skills.
Demonstrated ability to work both independently and as part of a team.

Able to work with minimal supervision.

Ability to learn quickly and adapt to change.

Capable of dealing with people experiencing high levels of stress.

Development of the ability to apply abstract thinking to solve complex problems .

Excellent organizational and time management skills.

Strong system administration skills in Windows, macOS, and Linux based systems.

Should be proficient with remote management tools such as Beyond Trust and Apple Remote
Desktop.

Knowledge of campus networking systems and inventory practices would be an asset.

e Should be proficient with collaboration tools such as MS Teams, Zoom, and Skype for Business.
e Excellent oral and written communication skills.
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Nature and Scope

Contacts: Internal Contacts: Faculty, staff, and students within Faculty of Mathematics. Other IT
support groups, such as IST and CSCF, to help troubleshoot problems, exchange and provide
information, and collaborate on projects. External Contacts: occasional contact with suppliers such as
Dell or Adobe to ask questions.

Level of Responsibility: This position has no direct supervision of others.

Decision-Making Authority: Provide input in group discussion and make recommendations to IT
Specialists or Technical Leaders.

Physical and Sensory Demands: There may be a need to lift and manipulate computing equipment,
typically workstation class equipment up to 20 kg, but occasionally servers and large printers with
assistance.

Working Environment: Most work takes place in an office environment, in front of a computer
workstation. Working in staff and faculty offices, computing labs and server rooms is often required.
Hours of work are similar to standard office hours.



