WATERLOO

Job Description

Job Title: Health Information Specialist
Department: Campus Wellness
Reports To: Director, Campus Wellness

Jobs Reporting: None
Salary Grade: USG 8
Effective Date: April 2022

Primary Purpose

Reporting to the Director, Campus Wellness, this role oversees, and manages Campus Wellness’
administrative and operational processes related to privacy, confidentiality, and health information
management. The incumbent collaborates with all levels of Campus Wellness, ensuring adherence to Campus
Wellness and UWaterloo guidelines, regulatory body policies related to privacy, confidentiality, and access to
information.

The Health Information Specialist works closely with the Director, Campus Wellness to manage health records,
release of information requests, responses to privacy breaches, internal audits to detect privacy breaches, and
is the internal expert for Campus Wellness in all areas related to health records.

Key Accountabilities

Health records coordination for Campus Wellness

o Ensures Campus Wellness procedures, protocols, documentation, guidelines, material comply with all
relevant privacy / confidentiality policies, requirements and legislation (ex. UWaterloo policy, Ministry,
professional colleges, regulatory bodies);

¢ Makes recommendations to the Director, Campus Wellness regarding gaps, changes, compliance issues;

¢ Collaborates with relevant Campus Wellness roles to implement and manage related change

e Acts as a resource for Campus Wellness privacy leadership to develop and maintain sound and
consistent guidelines related to health information;

¢ Provides consultation to Campus Wellness staff wherever programs / services / workflows are informed
by privacy-related requirements (ex. electronic communication, virtual care);

e Provides general privacy protection training presentations to staff groups and all-staff meetings;

¢ Ensures new staff members have appropriate privacy and confidentiality training; ensure on-going staff
members have access to refresher training as needed;

e Acts as a resource for Leadership Team members when working on performance management related to
privacy/confidentiality;

e Collaborates with EHR Coordinator to ensure EHR procedures, training, and protocols meet legislative
and governing body requirements for privacy and confidentiality.

Release of information request coordination

e Develops and maintains mechanisms whereby all requests for release of information are tracked and
described to facilitate internal and external reporting;

e Manages incoming release of information requests, including production orders, requests involving
multiple clinicians, ensuring responses meet legislative requirements for timeliness;

e Compiles health information for all requests, including complex requests (ex. involve multiple
clinicians/departments, electronic and archived records stored off-site), assisting clinicians in completing
responses where necessary; and redacting unrelated material as necessary;

e Provides leadership for the coordination and collection of data related to release of information requests;
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compiles and submits required reporting (ex. annual Office of the Information and Privacy Commissioner
of Ontario reports);

Coordinates invoicing and conveying fee information when fees apply to release of information.

Privacy breach and complaint coordination

Provides support and direction to Campus Wellness staff regarding possible and actual privacy
complaints and breaches;

Conducts periodic checks of EHR audit logs; investigates potential breaches; and reports findings to the
Director, Campus Wellness

Develops and maintains mechanisms whereby all privacy breaches and complaints are tracked and
described to facilitate internal and external reporting;

Acts as consultant to staff and clinicians responding to complaints and breaches;

Assesses key issues, facts, and individuals/offices relevant to the complaint or breach, identifying process
improvement and/or re-training opportunities;

Ensures notification to Campus Wellness leadership regarding breaches and complaints;

Participates in actions related to privacy breaches (ex. notifying clients whose records have been
breached);

Ensures accurate and thorough documentation of breaches when they occur;

Provides leadership for the coordination and collection of data related to privacy breaches; compile and
submit required reporting (ex. annual Office of the Information and Privacy Commissioner of Ontario
reports);

Consults with UWaterloo Privacy Office in the case of serious/complex breaches;

Consults with UWaterloo Privacy Office to report to Office of the Information and Privacy Commissioner of
Ontario if a privacy breach meets legislative criteria for reporting.

Related administrative responsibilities

Ensure new and ongoing staff training materials related to privacy are accessible and current; explore and
develop materials for a variety of learning modalities (ex. videos, printed materials, workbooks);
Coordinates and oversees off-site hard-copy storage; manages storage, retention and confidential
disposal as per Policy 46 and appropriate regulatory bodies (ex. Public Hospitals Act) of all Campus
Wellness documents;

Compiles and submits all required reporting (ex. annual IPC reports, Quality Assurance and Program
Evaluation committee requests);

Ensures all Campus Wellness permanent and temporary staff review and sign Confidentiality
Agreements; tracks and holds confidentiality agreements;

Collects and stores electronic reports of on-campus medical calls from UWaterloo Police, following
UWaterloo Medical Director review;

Represents Campus Wellness with campus stakeholders on relevant health information-related projects /
initiatives (ex. Verification of lllness Forms working group);

Participates in quality assurance activities which include record reviews;

Participates in Campus Wellness ongoing committees and working groups.

Other duties as assigned.

*All employees of the University are expected to follow University and departmental health and safety policy, procedures
and work practices at all times. Employees are also responsible for the completion of all health and safety training, as
assigned. Employees with staff supervision and/or management responsibilities will ensure that assigned staff abide by
the above, and actively identify, assess and correct health and safety hazards, as required.

Required Qualifications

Education

University degree and health information management or equivalent training and experience
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¢ Health Information Management certificate or similar education beneficial

Experience
o 3-5years’ experience in access to information and protection of privacy, preferably in a health care
setting

¢ Significant experience working with multi-disciplinary teams in health-related disciplines

¢ Fluency with Ontario Privacy legislation related to release of information requests, privacy
complaints, and breach investigation

e Experience working with multiple privacy/confidentiality guidelines, requirements from a range of
sources (ex. legislation, UWaterloo guidelines, professional regulatory bodies)

Knowledge/Skills/Abilities

e Communication: Superior communication skills; ability to communicate with tact, judgement, and
diplomacy, both orally and in written format, at all levels of the organization and with all
stakeholders is essential; experience providing training and presentations to large groups (ex. all
Campus Wellness staff)

o Interpersonal: Ability to respond to and resolve highly sensitive matters pertaining to Campus
Wellness health information; ability to work independently and collaboratively as part of a team;
demonstrate and model exceptional client service to all stakeholders

e Problem solving: Ability to engage others to collaboratively solve a wide range of health
information-related issues; solutions may include changes in training protocols, workflow, or
systems; problems are often complex and require balancing competing priorities and competing
needs of stakeholders

e Administrative: Multi-tasking and problem management skills are essential, as is the ability to
assess, analyze and resolve issues within strict timelines; ability to provide leadership in health
information area for staff working in various Campus Wellness contexts and venues

e Technical: Fluency with MS Office products including databases, working knowledge of
SharePoint, experience with an electronic health records system beneficial

Nature and Scope

Contacts: Internally, works with all levels of management and staff, including health-care professionals, to
coordinate responses to release of information requests, privacy complaints and breaches, and questions
about access and privacy matters. Other internal communication is with Campus Wellness Tech Team,
especially EHR Coordinator, to maintain Campus Wellness’ EHR and related systems. Contacts outside
Campus Wellness may include students, UWaterloo Privacy Officer, University Records Manager, IST.
Contacts outside of UWaterloo may include health care institutions, hospitals, EHR vendor, Office of the
Information and Privacy Commissioner of Ontario, professional regulatory bodies.

Level of Responsibility: The Health Information Coordinator is self-directed in responding to requests,
complaints, breaches, and questions. The incumbent makes recommendations to the Director, Campus
Wellness regarding formal access to information request decisions and has responsibility to consult with
Campus Wellness senior leaders to respond to complex privacy complaints, information breaches, and
access and privacy-related questions.

Decision-Making Authority: The Health Information Coordinator must have extensive knowledge of

the Personal Health Information and Privacy Act, and the interplay between it and other legislation and
regulatory bodies’ requirements. The incumbent will review and seek recommendations for the
interpretation of legislation which may relate to a complex request, complaint or breach.

Physical and Sensory Demands: Flexibility and responsiveness to a variety of administrative, clinical and
managerial staff regarding day-to-day and long-term issues are required. Requires extended periods of
sitting and concentrated use of visual senses.
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e Working Environment: The position is exposed to stress and pressure associated with administrative
responsibilities in a clinical setting. It involves moderate psychological risk resulting from difficult and
unavoidable exposure to disagreeable and uncomfortable environmental and psychological conditions.

Risk of exposure includes: airborne and contact-based illnesses; verbally and physically aggressive
individuals.

Located indoors in a comfortable, fast-paced office environment populated by clinical, administrative staff,
as well as clients (University of Waterloo students, staff, faculty, and student family members). There may
be unusual hours or schedules, multiple and/or tight deadlines beyond one’s control and frequent
interruptions.



